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Outline

Details about SCADA Network

◦ Network Topology

◦ Network Segmentation

Operational Technology
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Recall: SCADA Example
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ICS Network Architecture
ICS Network; Any network that supports the interconnectivity of and communication between devices 

that make up or support an ICS

Various options depending on the application

Two distinct networks:

◦ Industrial control and automation

◦ Supervisory control or SCADA

These connect to Business/Enterprise Networks which then connects to Internet

◦ TCP/IP based networks

◦ They have different requirements
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Enterprise vs SCADA
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ICS vs SCADA vs Enterprise
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Function Industrial Control SCADA Enterprise

Real-time 
operation

Critical High Best Effort

Reliability Req. Critical High Best Effort

Bandwidth Req. Low Low/Medium High

Latency Low, Consistent Low, Consistent NA, Retransmission is 
acceptable

Protocols Used Realtime Realtime Non realtime



Network Topologies

Ring

Bus

Star

Wireless Mesh
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Ring Topology
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Bus Topology
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Star Topology
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Wireless Mesh Topology
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Network Segmentation/Isolation of Systems
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ICS Network’s Segmentation
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Segmentation by Layers
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Physical vs. Logical Segmentation
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Network Metrics
Latency

Jitter

Bandwidth

Throughput
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Latency
Time it takes for a packet to travel from source to destination

◦ Usually calculated as round trip time (RTT)
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Potential Causes of Increased Latency
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Jitter
Jitter, or network jitter, is the variance in time delay between data packets over a network 

It is a disruption in the normal sequence of sending data packets

The technical term for jitter “packet delay variance”
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Bandwidth and Throughput
Bandwidth:

Amount of data can be transferred in a given period 

of time

◦ Maximum rate

Throughput:

The rate of successful message delivery over a 

communication channel
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Wireless ICS
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Wireless Protocols
Bluetooth

Microwave

Satellite

Zigbee

Z-wave

WirelessHART
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Operational Technology vs. Information Technology

IT: involving the development, maintenance, and use of computer systems, software, 

and networks for the processing and distribution of data

OT: hardware and software that detects or causes a change through the direct 

monitoring and/or control of physical devices, processes and events in the enterprise
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OT Operational Objectives (Differences)

Maintaining profitable margins

Minimizing the safety or environmental impacts

Limiting damage or wear to physical assets

Managing broader society dependences on the ICS
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OT’s Technical Differences
Unique communication protocols and architectures

Real-time performance demands

Dependence on resource constrained embedded devices

Domains specific device manufactures and integrators

Complex integration of digital, analog, and mechanical controls
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OT’s Real-Time Performance Example
IEC 61850 communication latency requirements

Performance overhead for cryptographic operations (2.8 GHz AMD processor in a 

publisher/ subscriber architecture)
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